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INFORMATION SECURITY IN ORGANIZATIONS
Information security is the general practice of preventing unauthorized access, use, alteration or destruction of information in an organization. The CIA triad, an abbreviation standing for Confidentiality, Integrity and Availability, is a model that is constructed to guide policies for setting up information security within an organization. The three elements of the CIA triad model are considered to be the most vital components of information security in any organization. In this respect, confidentiality, an equivalent of privacy, comprises a set of rules that limit access to information so as to prevent classified information from reaching the wrong people. This restriction is put in place in a manner that allows authorized people can have access to the confidential information within an organization.
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The second component of the CIA triad, integrity, entails the maintenance of the consistency, accuracy, and trustworthiness of data over its entire life cycle. Integrity serves to protect the security of information in an organization by ensuring that data cannot be altered by unauthorized people. User access controls and file permissions are examples of the measures used to protect the integrity of information in an organization. The third component of the CIA triad, availability, refers to the guarantee of reliable access to the information by authorized people within an organization. For information to be useful, it must be available to authorized people in a timely and integral fashion. To ensure information security, the CIA triad model is used hand in hand with authentication and authorization concepts. While authentication is the process of verifying who someone really is, authorization is the process of verifying that such a person has the permission to access something. Consequently, authentication is all about who someone is whereas authorization is all about what such a person is permitted to do.
There are several steps that IT team need to execute to ensure the security of the user accounts. These steps are as follows:
Step1. Create a strong user account password: a strong password is not easy for an intruder to guess and hence reduces chances of unauthorized access.
Step2. Create a password that is easy for the user to remember, not others: this will protect the user’s account from getting blocked.
Step3. Create different passwords for different accounts of the same user: this will protect the user’s other accounts if one happens to be hacked.
Step4. Change the account user’s password frequently: this helps to safeguard the confidentiality of the user’s account credentials.
[bookmark: _GoBack]Step5. Choose good security questions for the account user: this would prevent anyone from guessing the answers to change the account user’s password.
It is paramount for the IT team to exercise great caution when executing these steps because when certain steps are not executed properly, then the user accounts can experience massive unauthorized access by people from both within and without the organization who may use confidential information to ruin the operations of the organization. Cases of fraud have been reported in the real world due to unauthorized access to user accounts as result of improper execution of the above-mentioned steps by the IT team of some business organizations. The proper execution of the above security steps helps to safeguard the confidentiality, integrity and availability of data and information in an organization to facilitate smooth organizational operations.
In conclusion, the CIA triad is a very crucial model when it comes to the design and implementation of policies to safeguard the security of information in any organization. Many business decisions that affect the operations and running of the whole organization are made by relying on information that managers get both from within and without the organization. For the success of such organizations, the information used by decision makers should be reliable and authentic. The access to some confidential information in the organization is supposed to be limited to authorized people only. In addition, such information is supposed to be accessible to authorized people when they need it so that important decisions are not delayed to prevent jeopardizing organizational operations. The CIA triad helps organizations to achieve this level of information security and the IT team is responsible of ensuring that user accounts are fully secured to help enhance the authentication and authorization of information access.
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